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1	Decision/action requested
This contribution proposes a conclusion for KI #1 
2	References
[1]	TR 33.809 v.0.16.0	“Study on 5G Security Enhancement against False Base Stations (FBS)”
3	Rationale
SA3 has discussed protection of RRCResumeRequest from Rel-15. The main goal was to protect the resumecause included in the RRCResumeRequest message to address potential MitM attacks.
There are potential threats that were described in the KI #1.
· Change of resumecause from emergency to RNA update 
· RRCReject with wait timer and replay of the recorded RRCResume message to another cell 
If the MitM attacker has changed the resumecause to RNA update, the RRCRelease message would include a new I-RNTI and NCC value protected using the new key. Upon receiving the valid RRCRelease message instead of RRCResume that it expects, the UE can know the resumecause has been modified. Or, if the UE receives an RRCReject, this is just a DoS attack that can be launched by a MitM attacker using various means.
Observation 1: Change of resumecause by a MitM attacker can either be detected by the UE or result in DoS that cannot be effectively prevented using RRCResumeRequest protection. 
If the attacker replays the recorded RRCResume message to a different cell, then the ResumeMAC-I verification would fail at the source NG-RAN node since the target cell-ID used for MAC-I calculation is different than that of the original RRCResumeRequest. On the other hand, if the RRCResumeRequest is sent to the same cell before the wait timer expires, the target will reject the RRCResumeRequest. Therefore, the attack is not valid.
Observation 2: Neither replay attack via a different cell nor via the same cell is valid
It is true that the RRCResumeRequest can be protected since the UE and the NG-RAN node have the AS security context established during the prior connection. However, the risks introduced by change of resumecause is still not clear. Furthermore, as SA3 already identified, introducing the RRCResumeRequest protection has substantial impacts on 5G system, i.e., both at the UE and NG-RAN. 
It requires:
· UE to support both old and new resumeMAC-I constructions and use the new one only when both source and target NG-RAN nodes support the new resumeMAC-I construction
· NG-RAN node to support both old and new resumeMAC-I constructions and use the new one only when both the UE and the target NG-RAN nodes support the new resumeMAC-I construction
· If any one of the involved entities (UE, source NG-RAN node, target NG-RAN node) does not support the new ResumeMAC-I construction, the old ResumeMAC-I construction (i.e., the legacy construction) is used – which mean no security gain at all
· A SIB to indicate the support of the new ResumeMAC-I construction – RAN2 impact
· Xn to support a mechanism for a NG-RAN node to identify a peer NG-RAN node capability (for supporting the new ResumeMAC-I construction) and to transport the necessary information based on the identification.
· A new WI in RAN2 and RAN3
Observation 3: While the benefit of the new ResumeMAC-I seems very marginal if any, substantial amount of work is required in the RAN WGs. 
Observation 4: Unless all three involved entities in the RRCResume procedure support this feature, the RRCResumeRequest protection does not work.
The RRCSetupRequest has the almost same cause values as those of RRCResuemRequest and the RRCSetupRequest cannot be protected as it is sent before AS security setup. This means if the MitM attacker can send the UE to Idle, RRCResumeRequest protection doesn’t add any value. Also, it is not clear why MitM attacker should manipulate the resumecause to cause DoS against UE while it has various ways to do the same if it wants to do. MitM attacks effectively mean the attacker can do DoS against the UEs if it wants since it can either drop the messages (which is DoS) or inject unprotected messages that could lead to DoS.
Observation 5: Launching DoS by manipulating resumecause is possible but only one of many different ways that lead to the same consequence.
It might be a good security practice to protect message whenever possible. However, the benefit of protecting the RRCResumeRequest in the middle of 5G deployment is not commensurate with the risks that might be introduced by manipulating the resumecause. 

4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].
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Following conclusions are made on Key Issue #1 "Security of unprotected unicast messages":
-	It is concluded that no additional normative work is required for the protection against tampering of RRC UE CapabilityInformation messages.
- 	It is concluded that no normative work is required for the protection of the RRCResumeRequest message.
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